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	Reason for change:
	
Background: 
When PRINS security is used, the N32-c and N32-f connections can be correlated at either SEPP using an N32-f context Identifier that is exchanged during the N32-c handshake and that is included in every N32-f message forwarded between the SEPPs. The N32-c protocol also supports a N32-f Context Termination Procedure which allows to terminate an N32-f context and tear down the corresponding N32-f connections. 
When TLS security is used, 3GPP specifies that the SEPPs correlate the N32-c and N32-f connections using the peer SEPP's PLMN ID received in the TLS certificate during the setup of the N32-c and N32-f connections. No further details are defined. The N32-c protocol also supports tearing down the N32-f connection by sending an N32-c security capability exchange request with the security capability set to "NONE".

Reason for correction:
Multiple N32c and N32-f connections can be established between one SEPP of a PLMN and one or more SEPPs of a peer PLMN. Hence, it is necessary to correlate the N32-c and N32-f connections for e.g.: 
- to enable any renegotiated policy for N32-c to be applied to the related N32-f connection.  
- to be able to tear down N32-f connection(s) associated to an N32-c connection;
- to be able to identify the N32-f connection(s) used for a specific PLMN, when a SEPP or RHUB supports serving multiple PLMNs; 
- to be able to identify the N32 connection for which some N32-f errors are reported.

When using TLS security, correlating the N32-c and N32-f connections relying only on the peer SEPP's PLMN ID received in the TLS certificate is not sufficient, e.g. SEPP A1, A2 of MNO A would exhibit the same PLMN ID towards SEPP B1. Correlating the N32-c and N32-f connections using the PLMN ID and the peer SEPP's FQDN (prior art) does not suffice either when multiple N32 connections can be setup (e.g. for different N32 purposes) between the same pair of SEPP.  


	
	

	Summary of change:
	Clarifying the N32c/f correlation for TLS, when a SEPP requests the peer SEPP via N32-c to terminate an N32-f connection.
Clarifying the N32c/f correlation for PRINS, when multiple N32-c connections can be setup between a pair of SEPPs e.g. for different N32 purposes.

	
	

	Consequences if not approved:
	Unclear behavior of SEPP in some cases how to deal with N32c/f correlation.
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*********** START OF CHANGES
[bookmark: _Toc26875908][bookmark: _Toc35528675][bookmark: _Toc35533436][bookmark: _Toc45028789][bookmark: _Toc45274454][bookmark: _Toc45275041][bookmark: _Toc51168298][bookmark: _Toc137559065]13.1.2	Protection between SEPPs
TLS shall be used for N32-c connections between the SEPPs.
The SEPP shall maintain a set of trust anchors, each consisting of a list of trusted root certificates and a list of corresponding PLMN-IDs. Any given PLMN-ID shall appear in at most one trust anchor. During N32-c connection setup, the SEPP shall map the PLMN-ID of the remote SEPP leaf (server or client) certificate to the associated trust anchor for the purposes of certificate chain verification. Only the root certificates in the associated list shall be treated as trusted during certificate chain verification. If the remote SEPP certificate contains multiple PLMN-IDs that are mapped to different trust anchors, then that certificate shall be rejected.
Operator Group Roaming Hubs SEPPs are equivalent to a network operator SEPP when they are in the same security domain and are not considered IPX providers as detailed in this clause. The communication between a group network operator's SBA network border element and the Operator Group Roaming Hub SEPP is out of scope of the present document.
If there are no IPX providers between the SEPPs, TLS shall be used for N32-f connections between the SEPPs. Different TLS connections are used for N32-c and N32-f. If there are IPX providers which only offer IP routing service between SEPPs, either TLS or PRINS (application layer security) shall be used for protection of N32-f connections between the SEPPs. PRINS is specified in clause 5.9.3 (requirements) and clause 13.2 (procedures).
If TLS is selected, the SEPP shall correlate the N32-f TLS connection with the N32-c connection. Correlation may be done by signalling an N32 handshake ID in an HTTP custom header during N32-f message exchange. Upon receiving a N32-c request to tear down the N32-f TLS connection, the receiving SEPP can then derive the N32-f connection associated with the N32-c connection that is subject of this request using the N32 handshake ID received in the N32-c and N32-f messages. 
If the peer network is a PLMN, the SEPP compares the PLMN-IDs contained in the SEPP TLS certificates used to establish the N32-c and N32-f connections. Specifically, if the certificate used for N32-f contains one or more PLMN-IDs that are not contained in the TLS certificate used for the corresponding N32-c, the N32-f certificate shall be rejected. If the peer network is an SNPN, the SEPP compares the SNPN-ID contained in the SEPP TLS certificates used to establish the N32-c and N32-f connections.
If there are IPX providers which, in addition to IP routing, offer other services that require modification or observation of the information and/or additions to the information sent between the SEPPs, PRINS shall be used for protection of N32-f connections between the SEPPs. 
NOTE 1a:	The procedure specified in clause 13.5 for security mechanism selection between SEPPs allows SEPPs to negotiate which security mechanism to use for protecting NF service-related signalling over N32, and provides robustness and future-proofness, e.g. in case new algorithms are introduced in the future.
If PRINS is used on the N32-f interface, one of the following additional transport protection methods should be applied between SEPP and IPX provider for confidentiality and integrity protection: 
-	NDS/IP as specified in TS 33.210 [3] and TS 33.310 [5], or
-	TLS VPN with mutual authentication following the profile given in clause 6.2 of TS 33.210 [3] and clause clause 6.1.3a of TS 33.310 [5]. The identities in the end entity certificates shall be used for authentication and policy checks, with the restriction that it shall be compliant with the profile given by HTTP/2 as defined in RFC 7540 [47].
NOTE 1:	Void
NOTE 2:	Void.
Correlation of N32-f PRINS connections with N32-c connections may be done by adding an N32 handshake ID in the security capability negotiation message and the security parameter exchange message, or by adding the N32 handshake ID in the security capability negotiation message and associating the N32-f context ID of the security parameter exchange message with the N32 handshake ID in the security capability negotiation message.

*********** NEXT CHANGE
[bookmark: _Toc19634890][bookmark: _Toc26875958][bookmark: _Toc35528725][bookmark: _Toc35533486][bookmark: _Toc45028855][bookmark: _Toc45274520][bookmark: _Toc45275107][bookmark: _Toc51168365][bookmark: _Toc137559139]13.5	Security capability negotiation between SEPPs
The security capability negotiation over N32-c allows the SEPPs to negotiate which security mechanism to use for protecting NF service-related signalling over N32-f. There shall be an agreed security mechanism between a pair of SEPPs before conveying NF service-related signalling over N32-f.
When a SEPP notices that it does not have an agreed security mechanism for N32-f protection with a peer SEPP or if the security capabilities of the SEPP have been updated, the SEPP shall perform security capability negotiation with the peer SEPP over N32-c in order to determine, which security mechanism to use for protecting NF service-related signalling over N32-f. Certificate based authentication shall follow the profiles given in 3GPP TS 33.210 [3], clause 6.2. 
A mutually authenticated TLS connection as defined in clause 13.1 shall be used for protecting security capability negotiation over N32-c. The TLS connection shall provide integrity, confidentiality and replay protection.


Figure 13.5-1 Security capability negotiation
1.	The SEPP which initiated the TLS connection shall issue a POST request to the exchange-capability resource of the responding SEPP including the initiating SEPP’s supported security mechanisms for protecting the NF service-related signalling over N32-f (see table Table 13.5-1). The security mechanisms shall be ordered in the initiating SEPP’s priority order. An N32 handshake ID may be included in the Security Capability Negotiation procedure that allows for uniquely identifying a N32-c connection to the related N32-f connection. 
2.	The responding SEPP shall compare the received security capabilities to its own supported security capabilities and selects, based on its local policy (e.g. based on whether there are IPX providers on the path between the SEPPs), a security mechanism, which is supported by both initiating SEPP and responding SEPP. 
3.	The responding SEPP shall respond to the initiating SEPP with the selected security mechanism for protecting the NF service-related signalling over N32. 
Table 13.5-1: NF service-related signalling traffic protection mechanisms over N32
	N32-f protection mechanism
	Description

	Mechanism 1
	PRINS (described in clause 13.2) 

	Mechanism 2
	TLS

	Mechanism n
	Reserved



If the selected security mechanism is PRINS, the SEPPs shall behave as specified in clause 13.2.
If the selected security mechanism is TLS, the SEPPs shall behave as specified in clause 13.1.2, tear down the N32-c connection and forward the NF service related signalling over N32-f using a TLS connection. 
If the selected security mechanism is a mechanism other than the ones specified in Table 13.5-1, the two SEPPs shall terminate the N32-c TLS connection.

*********** END OF CHANGES
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